
        
            
                
            
        


1   Introductory remarks 

Money  laundering  remains  a  persistent  threat  that  is  posing  significant 

challenges to the integrity of global financial markets, especially in the wake 

of  the  technological  challenges  driven  by  global  information  and 

communication  networks.1  This  necessitates  the  need  to  use  advanced 

technology such as artificial intelligence (AI) to fortify anti-money laundering 

(AML)  measures  globally.2  In  2015,  the  United  Nations  (UN)  General 

Assembly established a worldwide framework to address global sustainable 

development,  encompassing  seventeen  goals  commonly  known  as  the 

Sustainable Development Goals (SDGs).3 Each of these goals addresses 

specific  social,  economic,  or  environmental  concerns,  spanning  from  the 

eradication  of  poverty  and  the  fighting  of  crime.  SDG  16  is  dedicated  to 

"peace,  justice,  and  strong  institutions" .4  This  goal  includes  a  sub-target 16.4, which specifically addresses the reduction of illicit financial flows and 

the combatting of organised crime.5 Target 16:4 provides that by 2030, there 

should be a significant reduction in illicit financial flows, strong mechanisms 

to recover and return stolen assets, and success in combatting all forms of 

organised crime globally.6 

Money laundering and other related financial crimes represent a pervasive 

and  escalating  threat  to  the  integrity  and  stability  of  financial  markets, 
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especially the banking sector.7 This is attributable,  in part, to the intricate nature of modern financial transactions, coupled with the rapid evolution of 

money  laundering  techniques.  Countries  such  as  South  Africa  require 

robust  and  innovative  measures  in  order  to  effectively  combat  money 

laundering and other related crimes.8 The  Financial Intelligence Centre Act 

( FICA)9 provides some non-innovative measures to combat and curb money 

laundering in South Africa.10 The same status quo is duplicated in other AML 

regulations  and  statutes  such  as  the   Prevention  of  Organised  Crime  Act 

( POCA),11  the   General  Laws  (Anti-Money  Laundering  and  Combating Terrorism  Financing)  Amendment  Act,12  the   Protection  of  Constitutional Democracy against Terrorist and Related Activities Act 13 and the Financial Intelligence  Centre  Regulations.  AI  is  a  handy  tool  for  enhancing  the 

efficiency and quality of financial services. However, it comes with risks to 

the  integrity  and  financial  stability  of  financial  markets  such  as  recording 

false positives and inadequately focussing on data quality assurance.14 For 

the purposes of this article, the advent of AI is seen in the broad context of 

advanced  technological  innovations  that  can  be  effectively  used  as 

techniques  to  enhance  the  effectiveness  of  AML  measures  in  the  South 

African banking sector.15 To this end, AI should be deployed to fortify AML 

measures in the South African banking sector. 

However, the rapid evolution of the money laundering methods, trends, and 

techniques  used  by  the  perpetrators  of  money  laundering  offences  has 

impeded  the  effective  combatting  of  such  offences.16  The  current  South 

African  AML  legal  framework  does  not  effectively  combat  the  unique 
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technology-driven risks and threats that are posed to market integrity and 

financial stability by the perpetrators of money laundering. This is owing to 

the  fact  that  AI-driven  financial  transactions  fall  outside  the  scope  of 

traditional  AML  regulations.17  This  flaw  could  be  exacerbated  by  the 

dynamic nature of AI systems, making it difficult for the current AML laws 

and  regulations  to  keep  pace  with  the  emerging  AI-induced  money 

laundering  techniques.18  Moreover,  the  lack  of  clear  guidelines  on  the 

integration and use of AI by financial institutions to curb money laundering 

might create ambiguity and hinder the effective enforcement of AML laws, 

regulations  and  policies.  The  South  African  AML  regulatory  framework 

should  be  revamped  to  enact  provisions  that  expressly  address  the 

intersection between AI and money laundering in order to provide guidelines 

on  the  responsible  use  of  AI  in  the  financial  sector.  These  could  include 

measures to ensure the transparency, accountability, and traceability of AI 

algorithms  that  are  used  in  financial  transactions,  as  well  as  the 

incorporation  of  AI-specific  risk  assessments  into  AML  compliance 

programmes.  Strengthening  these  aspects  of  the  South  African  AML 

regulatory framework could enhance the combatting of all money laundering 

risks that are associated with AI in the banking sector. 

Therefore, despite the potential benefits that AI brings to the financial sector, 

there are notable challenges and limitations that impede its reliability in the 

fight  against  money  laundering and other  financial  crimes.19  The  inherent complexity  and  adaptability  challenges  of  money  laundering  schemes, 

which  can  evolve  rapidly  as  a  counter-response  to  detection  methods 

employed  by  AI  algorithms,  affect  the  combatting  of  money  laundering. 

Criminals  may  exploit  vulnerabilities  in  AI  systems  by using  sophisticated 

techniques to conduct illicit financial activities without detection.20 Moreover, the reliability of AI models is contingent on the quality and quantity of  the 

data which are received and processed by the relevant AI systems.21 If the 

collected data is biased or incomplete, the AI systems are likely to generate 

inaccurate  or  incomplete  results  which  would  ultimately  lead  to  false 

positives  or  negatives  in  identifying  suspicious  transactions.22  Financial crimes  often  involve  subtle  patterns  and  intricate  connections  that  may 

elude even the most advanced AI systems, particularly when dealing with 

the  novel  and/or  sophisticated  techniques  employed  by  criminals. 

Additionally, the dynamic nature of financial markets poses a challenge for 
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AI  systems  that  may  struggle  to  quickly  adapt  to  emerging  threats  and 

regulatory changes through poor calibrations.23 The poor calibrations and 

the complexity of some AI systems further complicate their integration into 

the AML framework, making it difficult for regulators and financial institutions 

to  understand  the  reasoning  behind  AI-generated  alerts.  In  addition,  it 

should  be  noted  that  South  Africa's  AML  regulatory  framework  does  not 

expressly provide for the combatting of AI-induced money laundering and 

other financial crimes. 

Accordingly,  this  article  explores  the  use  of  AI-related  AML  measures  to 

curb money laundering in the South African banking sector. The article also 

discusses  shortcomings  in  the  current  South  African  AML  regulatory 

framework.  Thereafter,  recommendations  that  could  be  utilised  by 

policymakers to enhance the South African AML regulatory framework are 

provided. 

2  The definition of key terms 

The  FICA defines money laundering as an act that involves the concealing 

or disguising of the nature, source, location, disposition or movement of the 

proceeds of  unlawful activities  in  order to use financial resources derived 

from criminal activities as if they are from a legitimate and lawful source.24 

This  definition  shows  that  money  laundering  could  be  described  as  a 

process designed to legalise illegal income or assets.25 Money launderers 

always seek to disguise their illicit transactions to avoid detection. Money 

laundering  is  a  multi-layered  process  which  involves  several  transactions 

and  participants  to  erase  the  true  nature  of  the  illicit  funds  which  are 

laundered.26  It  also  involves  the  commission  of  other  crimes  to  acquire assets,  resulting  in  the  blending  of  these  unlawfully  obtained  funds  with 

legitimate  sources,  the  obscuring  of  their  origin,  and  the  creation  of  an 

appearance of legitimacy at the conclusion of the process.27 Although some 

commentators  argue  that  the  laundered  funds  should  cross  various 

jurisdictions in order to be considered truly “laundered”, money laundering 

can  still  occur  within  a  particular  jurisdiction  or  country.28  However,  it  is contended  that  it  is  not  a  fundamental  prerequisite  for  money  laundering 
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since  money  may  be  laundered  without  leaving  an  economic  area  or 

crossing  jurisdictions.  Any  money  that  is  acquired  through  illegal  means 

constitutes  "dirty"  money  that  requires  a  process  of  "cleaning"  before  its successful integration into the legitimate economy.29 AI technologies could 

enable this cleaning transformation of dirty money to inadvertently empower 

those with such money to use it freely without fear of legal repercussions. 

Irrespective  of  the  definition  employed,  the  primary  objective  of  money 

launderers is to mitigate or eliminate the risk of the funds being seized or 

forfeited  after  detection.30  Ultimately,  the  overarching  goal  for  money 

launderers  is  to  enjoy  the  benefits  of  their  crime  without  facing  legal 

consequences. 

Money  laundering  is  a  pressing  global  issue  for  regulators  and  law 

enforcement  authorities.  Those  engaged  in  money  laundering  activities 

continually seek opportunities to legitimise their unlawfully gained assets.31 

Most  forms  of  criminal  activity  inherently  involve  gaining  and  enjoying 

monetary benefits. Once criminals acquire cash and other assets from their 

illegal pursuits, they begin to engage in the process of money laundering to 

"cleanse" their illegal assets so that they appear legitimate.32 This is done to transfer illegally obtained money through legitimate people or legitimate 

accounts  so  that  its  original  source  cannot  be  traced.  Money  laundering 

allows wrongdoers to camouflage and transfer substantial amounts of illicitly 

gained funds. It empowers criminal enterprises to operate effectively.33 The 

typical  money  laundering  process  involves  three  key  stages,  the  first  of 

which  is  placement,  which  occurs  when  illicit  funds  enter  the  financial 

system, often through depositing them into a bank account.34 The second 

stage is the layering of the funds, which occurs when a series of transactions 

are  completed  with  the  intention  of  distancing  the  funds  from  their  illegal 

origins.35  Lastly,  the  integration  stage  occurs  when  the  previously  tainted funds are disguised as legitimate so that they are seamlessly blended into 

the financial markets.36 Against this background, it then becomes imperative 

to discuss the role of AI in combatting money laundering in South Africa. 
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AI is an evolving concept that can be broadly defined as the use of powerful 

algorithms,  machines  and  computer  systems  to  simulate  human 

intelligence,  behaviour  and  capabilities  through  techniques  such  as 

machine learning and logic programming.37 Using big data, the algorithms, 

machines  and  computers  are  able  to  perform  human-like  tasks.  This  is 

possible  through,  inter  alia,  identifying  patterns  and  solving  specific 

problems.38  In  this  regard,  AI  stands  a  good  chance  of  dismantling  the intricate web of money laundering in South Africa's banking sector. 

3   Overview  background  on  money  laundering  crime  in 


South Africa 

Money laundering poses significant threats  to the stability and integrity  of 

financial markets globally. It is also a constant challenge to South Africa's 

banking  sector.  Pecuniary  benefits  serve  as  a  key  motivating  factor  for 

criminals  when  they  undertake  illegal  activities  such  as  human  trafficking 

and  money  laundering.39  For  instance,  human  trafficking  generates 

approximately US$150.2 billion per year globally for criminal organisations 

through  activities  such  as  money  laundering,  forced  labour,  sexual 

exploitation  and  organ  harvesting.40  A  lot  of  dirty  money  is  required  to complete  and  further  such  criminal  enterprises.  In  cases  of  human 

trafficking, money is needed to move the victims across various locations 

where  they  are  exploited.  As  part  of  the  criminal  operations,  money  is 

necessary to bribe and pay the various complicit intermediaries who form 

part  of  the  trafficking network  that  aids  the criminal  activities.41  Given  the strong link between money and crime, most governments pursue initiatives 

to curtail the movement of money through money laundering among criminal 

organisations, in an attempt to reduce the criminals' incentive and ability to 

engage in illicit behaviour. South Africa functions as a prominent financial 

hub in Africa, boasting a robust banking and financial services sector along 

with  a  substantial  cash-based  market.42  This  makes  South  Africa  an 

attractive destination for criminals wanting to conduct illicit activities such as 

money laundering.43 Although South Africa is historically known as a vibrant 

and diverse economy, it is also susceptible to money laundering and related 
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crimes. In this regard, it is important to note that South Africa has a very low 

prosecution rate for serious financial crimes. This is partly because it has a 

weak  primary  AML  legislative  framework.44  The  low  prosecution  rate  of 

money laundering crime implies that there is an ineffective application of the 

AML/CTF  framework  in  South  Africa.45  Former  Finance  Minister,  Trevor 

Manuel, estimated that South Africa lost between R21 billion and R85 billion 

through money laundering in the early 2000s.46 It is possible that the level 

of money laundering has increased over the years. 

Consequently,  there  is  a  need  for  a  paradigm  shift  in  the  choice  of  AML 

strategies. AI technology should be recognised as an integral tool to use in 

effectively combatting money laundering in South Africa. While South Africa 

currently employs the traditional AML measures, there is a concern that they 

may fall short in combatting sophisticated money laundering threats that are 

technologically  aided.47  Hence,  the  rationale  in  advocating  the  use  of  AI technology-driven  innovation  in  AML  measures  is  underscored  by  the 

limitations  of  the  existing  rule-based  systems  in  coping  with  the  dynamic 

nature of money laundering.48 This necessitates the adoption of a proactive 

and technology-driven approach to detect, prevent, and mitigate the risks 

associated  with  illicit  financial  activities  such  as  money  laundering. 

Moreover,  the  use  of  AI  can  produce  measurable  outcomes  rather  than 

following a  limited  rule-based  approach  which  is  increasingly becoming  a 

tick-box exercise which does not effectively curb money laundering. 

Against this backdrop, the integration of AI technologies into South Africa's 

AML regulatory framework presents a promising avenue to strengthen the 

resilience  of  banking  institutions.  The  incorporation  of  AI  technologies, 

particularly big data analytics, presents a paradigm shift in the fight against 

money laundering.49 AI offers the capability to analyse  vast  datasets with 

speed and accuracy far beyond the scope and depth of traditional or manual 

AML  methods.50  AI  systems  can  discern  patterns,  anomalies  and  trends 

which  may  be  indicative  of  potential  money  laundering  activities  by 

leveraging machine learning algorithms. Thus, AI technologies will not only 

enhance  the  efficiency  of  AML  processes,  but  they  will  also  provide  a 

proactive  approach  to  identifying  AML  risks  and  emerging  threats  to  the 
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South  African  banking  sector.51  In  addition,  the  adaptability  of  AI 

technological systems allows them to evolve in line with the fast-changing 

nature  of  money  laundering  techniques,  ensuring  a  sustainable  and 

effective defence against such illicit financial activities.52 

4   The  use  of  artificial  intelligence  to  combat  money 


laundering in South Africa 

AI  proves  highly  pertinent  in  this  age  of  big  data,  given  its  capacity  to 

process  substantial  amounts  of  data,  including  unstructured  inputs  like 

images and speeches.53 AI measures such as machine learning algorithms 

are responsible for processing data inputs.54 Machine learning utilises the 

computational  process  that  aims  to  identify  patterns  in  the dataset  where 

the rules link inputs to outputs.55 In addition, AI relies on predetermined rules that enable the computational process to apply these rules to input data in 

order  to  generate  an  output.56  Nonetheless,  AI  and  machine  learning 

measures are not yet utilised in AML regulatory measures under the  POCA 

and the  FICA in South Africa. 

Machine learning encompasses diverse types of computational processes, 

each  tailored  to  address  and  solve  specific  problems  such  as  detecting 

money  laundering  patterns  in  a  particular  jurisdiction.57  The  human 

supervised  machine  learning  matches  scenarios  with  known  inputs  and 

outputs.58 In this regard, the human analyst manipulates identified money 

laundering detection datasets, separating and labelling data as either input 

or  output.  The  AI  algorithms  detect  patterns  connecting  inputs  to  outputs 

and  formulate  rules  applicable  to  future  instances  of  the  problem.59 

Conversely, unsupervised machine learning, where distinguishing between 

inputs  and  outputs  is  unknown,  could  give  rise  to  mistakes  and  false 

conclusions.60  The  human  analyst  furnishes  the  computer  with  an 
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unlabelled dataset, manipulating the algorithm by determining optimal data 

point groupings and formulating rules to elucidate their relationships.61 An 

intermediary technique, reinforced machine learning suits problems where 

specific actions yield superior results, like playing a game.62 In this context, the  human  analyst  supplies  the  computer  with  a  dataset,  a  goal  and 

associated rewards or penalties for actions taken.63 The algorithms should 

identify the optimal action to achieve the goal, sifting through potential data 

combinations  and  analysing  rewards  for  different  permutations  to  identify 

possible money laundering patterns.64 The selection of the algorithm type 

should ideally align with the nature of the problem at hand.65 However, in 

practice, this decision is often influenced by pragmatic considerations such 

as  the  human  analyst's  expertise,  compatibility  between  programming 

languages66  and/or  the  available  processing  power.67  However,  AI algorithms  and  related  measures  are  still  not  used  to  detect  and  combat 

money laundering in South Africa under the  POCA and the  FICA. 

Big  data  plays  a  pivotal  role  in  the  development  of  machine  learning 

algorithms  and  the  overall  performance  of  algorithms.  Without  data, 

algorithms  are  likened  to  mathematical  fictions.68  Depending  on  the 

technical  specifications,  data  can  encompass  structured  data  (numeric 

data) or extend to unstructured data like images or voice.69 Datasets should 

be  carefully  utilised  to  detect  suspicious  activity  that  may  be  indicative  of 

money  laundering  activities.  These  datasets  are  derived  from  historical 

databases such as shipping addresses or the types of internet protocol (IP) 

address connections which are used by a client when communicating with 

a financial institution.70 Real-time data to analyse transaction patterns may 

be collected through physical sensors or online tracking or knowledge data 

such  as  the  acceptance  or  rejection  of  previous  financial  product 

recommendations.71 Furthermore, data to create a clear client activity profile 

can be obtained internally or externally.72 Deciding which type of data to use 

or how much data to incorporate is often constrained by the necessity for 

systems  compatibility  across  various  elements  of  AI  measures  that  are 
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employed.73 While the standardisation of AI technologies across institutions 

enhances the ability to utilise multiple and fragmented data sources for the 

regulator,  it  simultaneously  diminishes  the  AI  measures'  flexibility  and 

restricts  contextual  richness  and  competition  amongst  AI  providers.74 

Another critical consideration involves the quality of the harvested dataset, 

specifically how the data were gathered, their age and whether they are an 

accurate representation of the broader population’s transactional patterns.75 

Therefore,  the  challenge  of  the  quality  of  the  harvested  data  becomes 

pertinent in the case of externally controlled or acquired data, where firms 

may  face  challenges  in  accessing  and  evaluating  the  underlying 

assumptions  and  data  sources  driving  an  AML  process  for  a  financial 

institution.76 Unfortunately, big data and other AI-related measures are not 

yet  used  by  regulatory  authorities  to  curb  money  laundering  in  the  South 

African financial sector under the  POCA and the  FICA. 

After  the  machine  learning  algorithm  processes  data  for  AML,  the  AML 

system  generates  an output  whose nature and  independence  can vary.77 

Machine learning autonomously acts based on computational results, like 

self-driving cars.78 However, the system's output can be as straightforward 

as a score, lacking performative value until a human analyst acts upon it.79 

This output can also be reintroduced into the AML dataset to further refine 

the  algorithm's  capabilities  of  detecting  suspicious  activity  or  unusual 

transactions  such  as  money  laundering.80  This  capability  indicates  that machine learning algorithms can learn and adapt over time to changes in 

their environment.81 Nevertheless, this adaptability can lead to complex and 

incomprehensible self-reinforcing feedback loops such as those generated 

by  Facebook's  AI  negotiation  bots,  which  create  their  own  language.82 

These loops can propagate biases and errors, as seen in AI-powered bots 

disseminating  unverified  information  and  automatic  trading  algorithms 

causing  stock  market  flash  crashes.83  This  issue  becomes  particularly 

significant  in  predictive  analytics,  where  assessing  output  quality  before 

implementation  and  scaling  is  challenging  for  human  analysts.84  AI  and 73  
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machine learning are capable of performing mechanical, analytical, intuitive 

or even empathetic tasks.85 However, this is not yet being utilised in South 

Africa. 

5   Leveraging  AI  to  detect  money  laundering  in  the  South 


African banking sector 

Financial institutions should embrace AI technological measures to detect 

and  prevent  financial  crimes  such  as  insider  trading,  money  laundering, 

terrorist  financing  and  fraud  in  the  South  African  banking  sector.  AI 

technological measures could enable banks to easily categorise customers 

and transactions as high or low risk so as to combat money laundering and 

related financial  crimes.86  AI  algorithms  automatically analyse  transaction input  and  output  to  detect  anomalies  in  the  data  provided  to  curb  money 

laundering  through  predictive  and  predefined  binary  rules.87  Computer 

scientists are making continuous efforts to enhance algorithm accuracy and 

reliability  in  order  to  reduce  false  alerts  through  meticulous  record 

analysis.88 

AML  measures  follow  a  linear  workflow  in  the  banking  sector,  which  is 

connected to a big data source.89 In this context, human data analysts and 

programmers incorporate specific parameters to identify risky transactions, 

customers  or  communications  which  may  suggest  the  occurrence  of 

fraudulent behaviour.90 A typical AML system comprises four layers, namely 

a  data  layer  for  collecting,  managing,  and  storing  data;  a  screening  and 

monitoring  layer  for  analysing  clients  and  transactions  for  suspicious 

activities; an alert and event layer for raising alarms in case of suspected 

transactions;  and  an  operational  layer  for  further  action.91  Financial 

institutions  with  effective  AML  regulatory  frameworks  rely  not  only  on 

internal employee data but also on information collected from the fraud and 

sanctions watchlists  of regulatory authorities.92 The data records undergo 

analysis using various AI and machine learning techniques such as natural 

language  processing,  enhancing  computers'  ability  to  comprehend  and 

derive meaning from human languages and providing insights that establish 

connections between clients and transactions.93 
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The  screening  and  monitoring  layer  employs  automated  rule-based 

techniques using expert skills to identify potential money launderers.94 Rule-

based  systems  use  pre-defined  parameters  and  thresholds  to  detect 

suspicious  trading  activities.  Striking  a  balance  between  being  too  strict 

(leading to multiple false alerts) and less strict (allowing illicit transactions), 

is  crucial.95  This  layer  retrieves  user  information  from  the  data  layer  to screen customers and transactions. The alert  and event layer signals the 

occurrence  of  a  suspected  transaction  upon  identifying  suspicious 

activities.96  Human  AML  analysts  who  are  positioned  in  the  first  line  of defence against money laundering in a financial institution then review the 

issues raised, taking manual actions such as allowing, rejecting, or blocking 

transactions.97 However, the manual review process can overwhelm human 

AML  analysts,  creating  backlogs  in  the  client  due  diligence  process, 

especially  when  the  AI-powered  system  produces  numerous  false 

positives.98 

The  effective  integration  of  AI  and  data  mining  techniques  will  curb  the 

challenge  of  numerous  false  alerts  that  could  hinder  the  combatting  of 

money laundering. Thus, the use of an outlier detection method enables the 

identification of fraud and/or money laundering activities on client profiles.99 

This method empowers human analysts to establish various parameters for 

a client profile by scrutinising its transaction patterns. The analysis requires 

a  vast  dataset  comprising  hundreds  of  thousands  of  records  spanning 

months to years, facilitating the classification of data into distinct clusters or 

groups. This approach has been acknowledged to be effective because it 

recognises similarities and differences in transaction patterns and classifies 

them into activity or pattern groups.100 Once grouped as such, accounts or 

client  profiles  may  be  clearly  differentiated  between  the  levels  of  risks 

identified.  Furthermore,  given  the  evolving  nature  of  money  laundering 

techniques,  AI  can  detect  outliers  and  changes  in  behavioural  patterns. 

Hence, AI and machine learning techniques excel in identifying suspicious 

transactions or irregular networks of money transfers not predefined in the 

outlier parameters. 
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 5.1   Benefits of implementing AI in South African banking institutions 

There are several benefits that AI can bring in combatting money laundering 

in  the  South  African  banking  sector.  Some  of  the  benefits  are  discussed 

below. 

 5.1.1   AI  enhances  customer  due  diligence  and  know-your-customer 

 measures 

Effective data management is crucial for the streamlined delivery of financial 

services in the banking sector. AI  is a key technology for enhancing data 

management, improving the speed, efficiency and accuracy of the services 

provided.101  Algorithms  powered  by  AI  can  be  developed  to  effectively 

detect  and  prevent  money  laundering  and  fraudulent  activities  by 

comprehending  customer  behaviours  such  as  transaction  frequency, 

amounts  and  network  usage.102  Given  the  detrimental  socio-economic 

effects of money laundering, banks should remain vigilant. AI technologies 

may play a pivotal role in proper customer identification to combat money 

laundering.103 

The  primary  defence  against  money  laundering  involves  a  thorough 

understanding of  clients  through the  Know Your  Client  (KYC  )  and  Client 

Due  Diligence  (CDD)  processes.104  These  processes  entail  that  financial institutions should gather sufficient evidence to verify the identity and legal 

existence  of  individuals  who  seek  to  engage  in  a  business  dealing  or 

entering into a business relationship with them.105 The verification process 

includes  scrutinising  customers'  official  documents  such  as  passports, 

identity  cards,  and  proofs  of  names  and  addresses.106  The  CDD  process enables banks to comprehend the nature of a client's business and sources 

of income to enable the effective monitoring of accounts for potential risks 

of  money  laundering.  However,  challenges  arise  in  the  digital  era  with 

electronic payment services and anonymous transactions. Therefore, there 

is a need for more robust and substantive outcomes-based approaches to 

AML,  including  harnessing  AI  technologies  to  detect  illicit  financial 

activities.107 
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 5.1.2   Integrating AI into the CDD processes of South African banks aids 

 the detection of money laundering activities 

Financial  institutions  such  as  banks  collect  customer  data  to assess  loan 

risks,  detect  money  laundering  and  combat  fraudulent  activities.108  AI 

technology  should  be  employed  to  enhance  customer  identification  and 

verification  and  to  promote  the  principles  of  CDD  so  as  to  curb  money 

laundering.109 KYC regulations are designed to aid financial institutions in 

monitoring  and  combatting  money  laundering  globally.110  Autonomous  AI 

systems  help  to  process  vast  amounts  of  data,  identify  suspicious 

transactions,  and  detect  patterns  that  could  be  indicative  of  money 

laundering transactions.111 

6   Challenges of using AI in the banking sector 

Despite  the  positive  acclaim  around  AI's  efficacy  in  combatting  money 

laundering,  certain  limitations  impact  its  reliability.  Malicious  users  can 

exploit AI systems to pose threats to both digital and physical security in the 

financial sector.112 AI could pose a digital security threat through the poor 

use  of  machine  and  data  analytics.113  Spear  phishing  attacks  may  be 

employed  to  gather  critical  details  about  individuals  or  to  pilfer  money  or 

personal  information,  with  attackers  posing  as  trustworthy  government  or 

financial department entities.114 Therefore, AI can learn the specific habits 

of bank users to detect and curb money laundering. The accuracy of data 

sets  in  AML  processes  is  crucial  for  AI  to  effectively  detect  money 

laundering and related illicit activities.115 Consequently, human interference 

can  compromise  the  efficiency  of  AI-based  AML  systems  through  data 

poisoning attacks.116 The AI  programs may learn from these manipulated 

inputs,  enabling  attackers  to  exploit  the  learned  mistakes  by  introducing 

fake records during the calibration of AI systems.117 Given the automated 

nature of the process, it becomes challenging for humans to discern certain 

flaws, allowing money launderers to operate with impunity.118 

Despite  the  obvious  advantages  of  AI’s  big  data  analysis  capabilities, 

implementing AI technologies in the South African banking sector to combat 
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AML  also  presents  multifaceted  challenges.  Firstly,  there  is  a  need  for 

robust  data  infrastructure  management.  Many  South  African  financial 

institutions struggle with fragmented data sources owing to their inability to 

cope  with  emerging  technologies,  making  it  challenging  to  build 

comprehensive AI models for detecting patterns of money laundering.119 A 

cohesive  and  integrated  data  framework  is  crucial  for  the  effective 

functioning of AI-based AML systems.120 

Secondly,  regulatory  compliance  poses  a  significant  challenge  to  the 

combatting  of  money  laundering  in  South  Africa.  The  integration  of  AI  in 

AML processes requires alignment with existing regulatory frameworks and 

ongoing  collaboration  between  banks  and  regulatory  bodies  to  ensure 

outcomes-based  compliance  while  leveraging  the  benefits  of  AI.121 

Additionally, for an AML system to be effective, the AI that it employs should 

be capable of interpreting huge datasets accurately without being impeded 

by false positives inadvertently created by rigid rules-based regulations. The 

lack of interpretability can hinder substantive regulatory implementation by 

South African banking institutions and this may pose challenges in justifying 

AI-driven  AML  decisions  to  the  regulatory  authorities.122  To  this  end,  the evolving  nature  of  money  laundering  tactics  requires  the  continuous 

adaptation  of  the  AI-powered  AML  models  and  processes  which  are 

adopted  by  a  financial  institution.  Criminals  are  constantly  changing  their 

strategies. Therefore, AI systems need to be agile enough to rapidly detect 

new  money  laundering  trends,  patterns  and  methods.  This  necessitates 

ongoing investment in research and development to ensure that AI-based 

AML  systems  remain  effective  against  all  money  laundering  activities  in 

South African banks.123 

7   The utilisation of AI in the South African AML regulatory 


framework 

 7.1   Cybercrimes Act  19 of 2020 

Money laundering is considered a cybercrime when criminals exploit digital 

channels,  online  platforms  and  digital  financial  systems  to  conceal  the 

origins  of  their  illicit  funds.124  In  the  context  of  cyber-enabled  financial crimes,  criminals  may  leverage  various  techniques  such  as  online  fraud, 
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phishing, hacking or the use of virtual currencies to manipulate or infiltrate 

digital  financial  systems.125  For  instance,  cybercriminals  may  engage  in sophisticated  schemes  involving  the  illicit  transfer  of  funds  through  digital 

channels, making detection and tracking very challenging for enforcement 

authorities.126  The  convergence  of  traditional  money  laundering  practices and  digital  technologies  underscores  the  need  for  the  implementation  of 

robust  cybersecurity  measures  by  financial  institutions  to  prevent 

unauthorised  access,  data  breaches  and  fraudulent  activities.127  As 

financial transactions increasingly occur in the digital space, the intersection 

of  money  laundering  and  cybercrime  highlights  the  importance  of  making 

comprehensive efforts to combat both money laundering and cyber threats 

through the utilisation of AI in order to safeguard the integrity of the global 

financial  system.128  The   Cybercrimes  Act  seeks  to  safeguard  individuals, corporations, banks and financial institutions from cybercriminals, terrorists 

and  individuals  exploiting  computers,  the  Internet  and  advanced 

technologies to commit cybercrimes in the country.129 This Act prohibits any 

unauthorised access to data and the illicit acquisition of data by individuals. 

It  seeks  to  address  cyber  threats  and  provide  comprehensive  protection 

against  unlawful  activities  conducted  through  digital  means.130  Under  the Cybercrimes Act, any person engaging in illegal interference with data or a 

computer  program  using  either  software  or  hardware  tools  commits  a 

crime.131  This  Act  expressly  prohibits  activities  that  involve  unauthorised tampering  with,  disruption  of  or  interference  with  data  or  computer 

programmes, whether achieved through software manipulation or hardware 

tools.132  It  seeks  to  establish  legal  boundaries  and  deter  individuals  from engaging  in  any  form  of  illicit  activities  that  compromise  the  integrity, 

security, or functionality of data and computer programs.133 

The  Cybercrimes Act plays a crucial role in shaping the landscape for the 

use of AI in combatting money laundering in South Africa. It establishes a 

legal framework to address cyber threats that may intersect with financial 

crimes,  such  as  money  laundering,  by  explicitly  outlawing  illegal 

interference with data and computer programmes. AI is a powerful tool in 
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analysing  vast  data  sets  and  detecting  patterns  indicative  of  money 

laundering activities which can benefit from the legal provisions which are 

set out in the  Cybercrimes Act. The  Cybercrimes Act provides a foundation 

for  the  secure  and  lawful  implementation  of  AI  systems  in  financial 

institutions, allowing them to leverage advanced technologies to identify and 

prevent  cyber-enabled  financial  crimes  such  as  money  laundering.  This 

synergy  between  the   Cybercrimes  Act  and  the  use  of  AI  reinforces  the 

regulatory  environment,  fostering  a  proactive  approach  to  addressing 

emerging  threats  at  the  intersection  of  cybersecurity  and  financial  crime 

prevention in South Africa. It is key to note that the  Cybercrimes Act does 

not expressly provide for the use of AI to combat money laundering. 

 7.2   Electronic Communications and Transactions Act 25 of 2002 

After  years  of  legal  ambiguity  regarding  the  regulation  of  cybercrime,  the 

enactment of the  Electronic Communications and Transactions Act ( ECTA) 

represents a crucial step towards combatting cybercrimes such as money 

laundering.  The   ECTA  stands  as  the  first  legislative  statute  directly 

addressing  cybercrime  in  South  Africa.134  While  it  refrains  from  explicitly defining  "cybercrime",  it  provides  a  comprehensive  definition  of  "access", covering actions where individuals, upon noticing data, are aware of  their 

lacking  authorisation  yet  persist  in  accessing  it.135  This  statute  prohibits unauthorised  access  to,  interception  of  or  interference  with  data.136 

Importantly, these provisions not only establish a foundation for addressing 

cyber-related offences but also create an environment which is supportive 

of  leveraging  AI  in  AML  measures  in  South  Africa.  AI  has  analytical 

capabilities  and  it  can  detect  patterns  in  extensive  datasets,  making  it 

instrumental  in  identifying  instances  of  unauthorised  data  access, 

interception or interference, which aligns with the objectives of the   ECTA. 

Furthermore,  the   Cybercrimes  Act's  prohibition  of  producing,  selling  or 

possessing devices or computer programmes which are designed to bypass 

data protection security measures is particularly relevant to ensuring secure 

AI  implementation  in  combatting  cyber-related  offences.  Additionally,  the 

 ECTA expressly addresses computer-related extortion, fraud and forgery, 

providing  a  legal  foundation  to  combat  cybercrimes.137  The   Cybercrime Act's provisions encompass individuals attempting to commit cybercrimes, 

reinforcing the legal framework's efficacy in addressing evolving threats in 

the digital landscape.  However, the   ECTA   does not  expressly provide for 

the use of AI to detect and combat money laundering. 



134  

Section 1 read with ss 10-89 of the Electronic Communications and Transaction Act 

25 of 2002 ( ECTA). 

135  

Section 1 read with ss 10-89 of the  ECTA. 

136  

Section 1 read with ss 10-89 of the  ECTA. 

137  

Section 1 read with ss 10-89 of the  ECTA. 
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 7.3   ICASA and the Regulation of AI 

The  Independent  Communications  Authority  of  South  Africa  (ICASA) 

functions  as  an  autonomous  regulatory  body  which  oversees  the 

communications,  broadcasting,  and  postal  services  sectors  in  the 

country.138  It  was  established  in  2000  through the   ICASA   Act.  Its  primary mandate is to regulate the telecommunications and broadcasting sectors in 

the  public  interest.139  This  role  was  assumed  from  the  Independent 

Broadcasting  Authority  and  the  South  African  Telecommunications 

Regulatory Authority, a merger driven by the imperative to adapt to the rapid 

technological  advancements  occurring  globally.  ICASA  is  authorised  to 

issue licences, monitor licensee compliance, and formulate regulations for 

consumer protection in terms of the  Public Finance Management Act,140 the ECTA, the  Postal Services Act 24 of 1998,141 the  Broadcasting Act 4 of 1999 

and  the   ICASA  Act.  However,  the  ICASA  and  the   ICASA  Act  do  not 

specifically provide for the use of AI measures to detect, investigate, prevent 

and  curb  money  laundering  in  South  African  banks  and  other  financial 

institutions. 

 7.4   The POCA and the FICA 

Although both the   POCA  and the  FICA have some provisions that outlaw 

money laundering activities, they do not expressly provide for the use of AI 

measures  to  curb  such  activities.  Thus,  the   POCA  and  the   FICA   do  not 

require banks, financial institutions, enforcement authorities and other role-

players to employ AI measures to combat money laundering activities in the 

South African banking sector. 


8   Concluding remarks 

The challenges to implementing AI technologies for AML processes in the 

South  African  banking  sector  underline  the  need  for  the  adoption  of  a 

comprehensive  and  adaptable  AI-powered  outcomes-based  approach  to 

combatting  money  laundering.  Despite  its  technological  limitations, 

regulatory  uncertainties  and  ethical  considerations,  there  is  a  promising 

trajectory which is driven by potential positive shifts in both technology and 

AML  regulatory  framework  in  South  Africa.  Advancements  in  AI 

technologies,  including the development  of  more sophisticated algorithms 

and  enhanced  machine  learning  models,  hold  the  promise  of  improved 

capabilities in detecting intricate money laundering schemes and other illicit 

financial  activities  in  South  Africa.  In  this  regard,  the  relevant  regulatory 



138  

 Independent Communications Authority of South Africa Act 13 of 2000, as amended 

( ICASA Act) ss 3 and 4. 

139  

See ss 3 and 4 of the  ICASA Act. 

140  

 Public Finance Management Act 1 of 1999. 

141  

 Postal Services Act 24 of 1998. 
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bodies  should  be  statutorily  obliged  to  incorporate  AI  measures  into  their 

AML measures. Such measures should be clear and adequate. Moreover, 

regulators, financial institutions and technology experts should be statutorily 

obliged  to  collaborate  and  develop  appropriate  measures  to  curb  money 

laundering in the South African banking sector. Banks and regulatory bodies 

should embrace and leverage AI technologies to combat money laundering 

and other financial crimes. The relevant AML statutes, such as the  POCA 

and  the   FICA,     should  be  carefully  amended  to  oblige  banks,  financial 

institutions  and  other  enforcement  authorities  to  utilise  AI  measures  to 

detect  and  curb  financial  crimes  such  as  money  laundering  and  fraud. 

Severe  penalties  should  be  imposed  on  all  the  perpetrators  of  money 

laundering  and  related  financial  crimes.  Lastly,  a  robust  and  AI-AML 

integrated  system  that  adapts  to  emerging  threats  and  technological 

advancements  should  be  adopted  to  safeguard  the  integrity  of  the  South 

African  financial  sector  against  money  laundering  and  related  financial 

crimes. 
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Abstract

Money laundering and related financial crimes, such as fraud and
terrorism financing, pose a significant threat to the integrity and
stability of South African financial markets. This article explores
the application and use of artificial intelligence (Al) to detect and
prevent money laundering in South African banking institutions.
The implementation of big data technologies, data processing
analytics and Al could enhance the detection and prevention of
money laundering activities in South Africa's banking sector. Al
should be carefully utilised to improve the detection of suspicious
activities and the accuracy of financial intelligence, and to combat
evolving money laundering techniques. The article also
examines the benefits and challenges of implementing Al as an
anti-money laundering (AML) measure in the South African
banking sector. These include the need for quality data,
integration with existing regulatory systems, regulatory
compliance and ethical considerations. The article highlights the
potential use of Al in transaction monitoring, customer due
diligence, outcomes-based risk assessment and the improved
detection of suspicious transactions. This could be done by
utilising Al to enhance the effectiveness and efficiency of AML
measures. The importance of effective coordination between
banking institutions, regulatory authorities and law enforcement
bodies is also highlighted as a key component of leveraging Al
to combat money laundering and related financial crimes in
South Africa's banking sector.
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