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	1 Introduction



	There is no doubt that the internet has added a great deal to the quality of human life in the contemporary world. It has knitted the world together as a global village. Many difficulties which hampered international and even national commercial transactions in the past have now been consigned to the dust-bin of history. The emergence of electronic commerce has occurred as a result of the development of the internet, and commercial transactions are conducted through it between parties from different parts of the world who may never see themselves in their lifetimes. However, the emergence of electronic commerce has also brought with it a number of legal and socio-economic issues, especially in developing nations such as Nigeria, which issues pose significant challenges to the legal regime of electronic commerce in those countries. This paper examines these legal issues within the context of the current legal and regulatory framework for electronic commerce in Nigeria.

	 

	 

	
	2 Definitional perspectives



	E-commerce is the buying and selling of goods and services through the internet.21 It has also been defined as the sharing of business information, the maintaining of business relationships, and the conducting of transactions by means of telecommunication networks.32 The United Kingdom Cabinet Office defines it as the exchange of information across electronic networks at any stage in the supply chain, whether within an organisation, between businesses, between businesses and consumers, or between the public and private sectors, whether paid or unpaid.43 

	 

	The scope of electronic commerce is wide and includes all electronically mediated transactions between an organisation and a third party. It is not restricted solely to the actual buying and selling of products, but includes pre-sale and post-sale activities.54 In more liberal terms, once a contract of sale is effected between a seller and a buyer using such electronic means as the electronic mail, regardless of distance or any geographical barrier, it is within the province of electronic commerce.65

	 

	The objectives of e-commerce are legion. They include the facilitation of international co-operation through trade, making goods and services available to consumers all over the world irrespective of distance, the expansion of the consumer base for manufacturers or producers of goods and services, and a reduction in the costs of service delivery by delivering these electronically.76 The objectives of e-commerce underscore its importance in the emerging global community. With the effect that today's consumers are able to have access to goods and services in the remotest parts of the world without having to see the sellers. The traditional buying and selling process is being gradually replaced by internet trading, especially in more advanced countries.87

	 

	The major significance of e-commerce thus lies in the fact that it encourages a single world trading system which is facilitated by access through electronic means to goods and services from different parts of the world. This has led to the emergence of uniform regulatory rules on internet governance to ensure the homogeneity of the conditions under which transactions are made to suppliers or sellers and consumers of goods and services through the internet.98 

	 

	Consumers in e-commerce are faced with a number of risks arising from the general lack of understanding of the operations of the internet. This has been compounded by a number of legal issues which have been largely taken care of in more advanced and sophisticated countries, but which issues are still being grappled with in developing countries such as Nigeria, where internet trading is something fairly new. These issues include the extent to which the communication between the parties is protected (data protection), the formation of a contract on the internet, the legal means of effecting payment in e-commerce, which court will assume jurisdiction in the event of a dispute between parties to an internet contract, and what law or laws will govern the transactions. Is it the law of the seller or that of the buyer or consumer? Other issues relate to cyber crimes that are threatening e-commerce, and also the mode of proving internet-related transactions. An examination of the foregoing issues vis-à-vis the position of the law in Nigeria presently is the focus of this paper. 

	 

	 

	
	3 Data protection in e-commerce



	In the English case of R v Brown109 Lord Hoffman lucidly captured the thrust of the problems associated with data protection in e-commerce as follows:

	 

	Vast amounts of information about everyone are stored on computers, capable of instant transmission anywhere in the world and accessible at the touch of a keyboard. The right to keep oneself to oneself, to tell other people that certain things are none of their business is under technological threat. 

	 

	Trading on the internet is through the transmission of electronic data from the suppliers or producers of goods and services to the buyers, and vice versa. In view of the openness and accessibility of the internet the protection of such data has been a constant source of concern for internet users and consequently has remained a threat to e-commerce.1110 

	 

	A number of jurisdictions have therefore come up with protective legislation.1211 There is no legislation on the protection of data presently in Nigeria, and the situation portends a great danger for consumers in e-commerce. It is suggested that a cue be taken from the United Kingdom, where there are principles that govern the protection of the data or communication of the parties in all internet transactions.1312 

	 

	 

	
	4 Formation of contract on the internet



	The determination of the moment when a contract can be said to have come into existence on the internet, giving rise to the existence of rights and duties as between the parties, has been one of the vexed issues in e-commerce. In contrast, traditional commercial transactions do not pose any significant problem because there are elaborate common law and statutory rules that govern such transactions.

	 

	The special nature of internet contracts has made most of the common law rules applicable to commercial contracts inapplicable to such contracts. For example, websites are designed in such a way as to constitute an invitation to make an offer and not situations of real offers by the web owners. However, in sales over the internet, both the display and the actual sale are often fused.1413 

	 

	Therefore, the seller or website owner must design the web page in such a way that it must clearly indicate that the information contained on the web in respect of a particular product or service is meant to elicit an offer and is not in itself an offer. It is thus important for the owner of a website to err on the side of caution in creating a web invitation, and one method of doing this is to state that he will not be bound by any communication from a third party except if the owner accepts such communication and informs the third party accordingly.1514

	 

	The analogy has always been to liken a website to a shop in such a way that the product information on the website constitutes an invitation to make an offer. While it has been held that a justification for not holding shops as making offers is to ensure that if the shop's stock is depleted, a willing consumer cannot sue the shop owner for damages.1615 The argument has also been made that a website is not offering physical goods for sale, and as such it is difficult to accept that supplies can be exhausted, because digital products supplied on the internet are infinite in supply.1716

	 

	Even though there is no direct decided authority on the above point known to me presently, it accords with good sense and commercial necessity that the web owner should clearly indicate if the display or advertisement of his goods on the web amounts to a direct offer to whoever comes in contact with the site, or an invitation to make an offer. The approach would save a lot of time and expense that would otherwise have been wasted on frivolous or unnecessary litigation.

	 

	Offers in electronic commerce are made electronically. E-mails are not as instantaneous as faxes and telephone calls. An e-mail message is sent to a services provider who in turn delivers it to the box of the receiver. E-mails can be misaddressed or delayed by any server on the way, and may not even be collected or read until some time after their delivery. It may thus be difficult to know when an e-mail was actually read, to determine when an offer was made or acceptance communicated. According to Gringas,1817 the best practice legally is to make any offer by e-mail subject to a date on which the offer will lapse. An objective date and time must be specified. If no intention is shown as to the lifespan of the offer, the courts would imply that the offer lapses after a reasonable time.1918 

	 

	The general rules applicable to the acceptance of offers are also applicable to the acceptance of offers made on the internet. However, where the offer is through e-mail, the receipt of such mail by the website owner will not constitute the acceptance of the terms of such an offer. It has also been held that e-mail message sent in reply to an e-mailed offer stating the recipient's intention to reply in due course will not be an acceptance.2019

	 

	A contractual situation that is often peculiar to the internet is the consideration needed to cement a web-based contract. The use of digital cash in exchange for goods or services raises issues not of consideration but of performance of a contract in a web-wrap contract which is an agreement at the front of a website which purports to bind the browsers to a contract should they proceed to browse the site. Promises to pay over the internet are enough to form the consideration to create a contract, in the same way as such promises would lead to enforceable contracts in normal commercial transactions.2120 

	 

	Contractual intention is also essential to entering into internet or web-based contracts. The presence of a contractual intention is even more important in e-commerce, because more often than not only one human being is involved in the communication, with programmed computers or machines at the other side. It is settled that contracts can be made with machines, and it is of no legal consequence that a machine physically completed the contract.2221 However, in most cases the courts look objectively into the circumstances of each case to determine whether a contract has been made or not. Thus, in determining the requisite intention the court applies an objective test as against a subjective one.2322 

	 

	 

	
	5 Payment system in e-commerce



	Making payment for goods and services bought through the internet poses unique problems because of the fact that the parties may be thousands of kilometers apart. The problems associated with internet payment are in relation to the inability of the internet to guarantee the safety of such payments and the possibility of duplicating payment, since a computer could potentially become a forger of digital banknotes.2423

	 

	Goods and services bought or supplied through the internet can be paid for through the internet in the same way that the internet can be used to make offers and accept offers.2524 Vendors or sellers often insist on receiving and validating payments before providing services or releasing goods to customers, and it is therefore suggested that terms to this effect should be incorporated as part of the standard form agreements in e-commerce.

	 

	Popular methods of effecting payments for goods bought through the internet include the use of credit cards, smart cards, digital or electronic cheques or cash, and debit cards. The use of credit cards is still not very popular in developing countries, because e-commerce itself is still at its infancy, and the practice is therefore for the sellers to obtain bank guarantees in such transactions.2625 If the goods are supplied and payment is not forthcoming through the bank's guarantee, the seller has a right of action against the issuing bank that has guaranteed payments.2726 

	 

	There are many problems associated with obtaining bank guarantees in Nigeria, for payments in respect of goods bought internationally or through the internet. This has greatly hampered the development of e-commerce. However, with the increasing level of sophistication in information technology and the development of the telecommunication sector, the use of credit card and other payment facilities in e-commerce will become increasingly popular, and in the process, some of the problems associated with payment for goods and services in e-commerce will be reduced.2827

	 

	 

	
	6 Jurisdiction and choice of law issues



	The issue of jurisdiction is a crucial one in e-commerce. The question has always been which court assumes jurisdiction in resolving a dispute arising from a contract between the parties, in view of the fact that the parties may be residing in different jurisdictions with different legal systems.

	 

	The issue basically is one of Private International Law, and the relevant Convention is the Brussels Convention on Jurisdiction and Enforcement of Judgment in Civil and Commercial Matters.2928 The Convention is applicable to those countries that have ratified it and incorporated its provisions into their municipal laws. However, it is doubtful if the Convention has been ratified in Nigeria, as the writer could not find any evidence of its ratification.

	In relation to internet contracts, the general rule is that jurisdiction is determined by reference to the place or country where the contract is performed.3029 Where there are many jurisdictions where the contract is performed, the relevant jurisdiction is the jurisdiction where the dispute arises. The place of domicile may also determine the court that will have jurisdiction. Where the parties are domiciled in a contracting state under the Brussels Convention, the rules of the Convention are applicable, while the rules of common law are applicable where the parties are not domiciled within a contracting state. Also, a person's domicile must be assessed from the state's legal perspective to determine whether or not he is domiciled in a contracting state.3130

	 

	There is a reversal of the general rule above in relation to consumer products, in that consumers are allowed to sue and be sued in their home states.3231 The implication therefore is that there will be a frequent reversal of the general rule in favour of consumers, namely that litigation will take place only where the consumers reside, since most website owners are either suppliers of goods and services or professionals.

	 

	The trend in e-commerce has therefore been to paste on the website that an agreement resulting from viewing a website is not a contract for the sale of goods or supply of services. This is obviously done to avoid the rule in favour of consumers. It has, however, been held that classification of a contract as a contract of sale of goods or supply of services should be determined by examining the terms of the contracts to discover the substances.3332 The courts have the powers to look at the content and substance of a transaction in the event of a dispute, to determine whether it is contract of sale of goods or supply of services.3433

	 

	The postal rule is inapplicable to an e-mail contract. The place where the e-mail contract is made is the acceptor's place, and that is the relevant place for purpose of jurisdiction.3534 The rules on a worldwide website differ from the rules relating to an e-mail contract in that there is no binding contract until notice of acceptance is received by the seller and the contract is made where the seller receives notification of the acceptance, which is equally relevant for purposes of jurisdiction.

	 

	A corollary of the vexed issue of jurisdiction in e-commerce is the choice of law to be applicable in disputes arising from consumer contracts concluded over the internet. The complexity involved in the choice of applicable law has been described as follows:

	 

	The question of choice of law… is particularly difficult in the case of International computer networks where, because of dispersed location and rapid movement of data and geographically dispersed processing activities, several connecting factors could occur in a computer manner involving elements of legal novelty.3635

	 

	A learner author has also observed as follows:

	 

	There are still more difficulties with regulation of cyberspace by the laws of a single jurisdiction. It is not just that national law is difficult to apply and enforce given the inherently transnational nature of the internet. It is also sometimes impossible to discern what country's laws would be most appropriately applied.3736

	 

	Where parties to the internet contract are citizens of countries that have ratified the Rome Convention,3837 then the provisions of the Convention would be applicable to determine which law to apply in disputes between the parties. The Convention allows the parties to agree ab initio on the law that will be applicable to whatever dispute may arise from the transaction, and where no provisions are made then the provisions of the Convention are applicable.

	 

	It is important to emphasise, however, that freedom of contract is an established principle in the Law of Obligations and that the parties to an internet contract can therefore agree on the terms and conditions of the contract including the choice of laws to govern the transactions.3938 However, this is easier in contracts that are not standard form contracts. Where the parties have contracted outside the provisions of the Convention by agreeing on the applicable law to govern their transactions, the complexities of determining what should be the choice of applicable law are entirely avoided, and this is the most plausible approach in commercial transactions over the internet.

	 

	 

	
	7 Evidential issues



	The emergence of e-commerce and its growing popularity have provoked fundamental evidential issues especially in relation to the proof of transactions conducted through the internet. The peculiarity of these issues and the confusion that has also greeted their interpretation by the courts have exposed the inability of the Nigerian Law on Evidence to cope with the admissibility of the avalanche of electronically-generated evidence that is the hallmark of electronic commercial transactions.4039 

	 

	E-commerce transactions are paperless transactions made through magnetic materials such as tapes or disks. These are in contradistinction to paper-based transactions that are embodied in a permanent form and typically expressed in words and figures usually authenticated by signatures. Such transactions can therefore not be altered without an alteration on the face of the document.4140 

	 

	One of the greatest challenges facing the courts in Nigeria is the admissibility of computer-generated evidence, in view of the rule that a party must give the best evidence of facts that are in issue before the courts.4241 In the context of e-commerce, information fed into the computer and posted on the websites of sellers and suppliers of goods and services, when retrieved from the web, would only be copies of such information and at best would be hearsay evidence. The communication between the parties would also be copies as against originals when downloaded from the internet, and for it to be admitted it would have to be put in under any of the exceptions to section 91 of the Evidence Act.4342 

	 

	Various sections of the Evidence Act have been explored with a view to determining whether any of them could accommodate the admissibility of computer-generated evidence as an exception to the hearsay rule. These sections include sections 33(b), 38, 39 and 91. These sections have, however, been found to be grossly inadequate for the admissibility of computer-generated evidence, despite the expression of willingness by the courts to interpret the relevant provisions of the Evidence Act liberally.4443 

	 

	However, much more progress has been made in the English and American jurisdictions in the admission of computer-generated evidence through specific legislation on computer evidence and judicial activism. For example, in the US case of King v State Ex Rel Murdock Acceptance Corporation,4544 the court admitted in evidence a computer printout tendered by the plaintiffs which showed the amount owed to them by the defendant. The clerks who accepted the payments were neither called, nor were the original records in the branch offices of the corporation produced. The court nevertheless admitted the documents and extended the exception to the hearsay evidence to cover computer records. In a bold display of judicial activism the court declared as follows:

	 

	The expenditure which the entire commercial world recognizes as safe shall be sanctioned and not discredited by the courts of justice.4645

	 

	In the Australian jurisdiction, the issue of the admissibility of computer-generated evidence is now governed by legislation.4746 Thus, by the provisions of section 59(1) of the South Australian Evidence Act, computer outputs are now admissible in both civil and criminal proceedings.

	 

	In Nigeria, the review of the Evidence Act made by the Nigerian Law Reform Commission is pending before the National Assembly. The Draft Law makes fundamental changes to the existing rules of evidence in relation to computer-generated evidence, but only in respect of civil proceedings.4847 However, it is suggested that the provisions of the Draft Law should be extended to cover criminal proceedings when eventually it is enacted into law. The foregoing suggestion is very important in view of the increasing rate of cyber criminality and fraudulent practice that is threatening electronic commerce.

	 

	 

	
	8 Cyber crimes and e-commerce



	Cyber crimes pose many challenges to electronic commerce and have indeed made internet transactions insecure and vulnerable to manipulation by persons who are not parties to such transactions. The extent to which internet crime has ravaged the commercial world was succinctly captured by a learned author as follows: 

	 

	It is also predictable that the proliferation of commerce on the internet will be matched by an expansion of crime on the internet. The rise in the use of digital cash and credit cards over the internet provides a greater incentive to hack than ever before.4948

	 

	Conceptually, internet crime means the commission of unlawful acts using the computer either as a tool or a target, or as both.5049 It is not defined in any legislation in Nigeria.5150 The most common internet crimes include hacking and cracking, identity theft, the sale of illegal or stolen articles on the internet, packet sniffing, and the creation of malicious codes such as viruses. These offences are crimes in most advanced countries because of statutory regulations.5251 

	 

	In Nigeria, however, these activities are not crimes, because there is no legislation in the country that makes them unlawful.5352 Herein lies the helplessness of consumers in electronic commerce in Nigeria, who may be victims of one or more of these cyber crimes. The solution to cyber crimes in Nigeria is still at the stage of a Draft Law which is presently pending before the National Assembly.

	 

	The Draft Law addresses most of the issues that have been identified as constituting crimes in cyberspace, and which consequently threaten electronic commerce. It contains provisions that are similar to or the same as the relevant provisions of the laws on this subject matter in the advanced jurisdictions. The problems and general trepidation associated with cyber crimes will be reduced when the Draft Law is eventually enacted into law to pave way for the emergence of a more friendly and protective cyberspace. 

	 

	 

	
	9 Legal and regulatory framework of e-commerce in Nigeria



	Electronic commerce is still emerging in most developing nations and Nigeria is not an exception. There is therefore no elaborate legal and regulatory framework for electronic commerce in Nigeria presently. The fact should, however, be mentioned that as e-commerce is a species of commercial transactions, though a special one, there are pockets of commercial legislation and decided cases that directly or indirectly affect it in Nigeria.5453 

	 

	On the international scene, a major recognition and regulation of electronic commerce began with the adoption of the UNCITRAL Model Law on Electronic Commerce in 1996.5554 A cardinal aim of the Model Law was to ensure that the practices of Member States in the area of electronic commerce, as an emerging practice in commercial transactions, should be uniform and of acceptable standard. Thus, Member States were enjoined to enact laws and institutions that conformed substantially to the provisions of the Model Law.

	 

	In Nigeria concrete efforts at regulating e-commerce-related activities are still at the stage of Draft Bills before the National Assembly. The relevant bills are the Nigerian Bill on Cyber Crimes and the Electronic Transactions Bill, which is modeled on the UNCITRAL Model Law on e-commerce. The Bill provides for the validity of contracts, matters of evidence, electronic signatures and payment systems, amongst other issues.5655 The Draft Bill on Cyber Crimes provides the legal and institutional framework for combating cyber crime in Nigeria and ensuring cyber security. Provisions are also made for payment of compensation to victims of cyber crimes. The Bill also makes provisions for the establishment of a Cyber Crime and Cyber Security Agency, which is given wide powers to investigate, arrest and prosecute cyber crimes.

	 

	It is also important to note the Nigerian National Policy on Information Technology (IT), which has as one of its numerous objectives the cultivation of a culture of electronic commerce which makes business transactions easy, quick and cost effective for both national and international transactions.5756 The implementation of the IT policy is the responsibility of the National Information Technology Development Agency (NITDA), whose mandate includes the establishment of a National Electronic Commerce Council (NECC) to govern all electronic commerce affairs in Nigeria and to facilitate international trade through an e-commerce infrastructure.5857

	 

	There is no doubt therefore that with the identified developments in electronic commerce in Nigeria, especially the emerging legal and regulatory framework, most of the challenges facing it presently will sooner, rather than later pale into oblivion. 

	 

	 

	
	10 Concluding remarks and the way forward



	Electronic commerce is no doubt a budding phenomenon in commercial transactions in Nigeria and it has been amply demonstrated by this paper that because of its peculiar nature and idiosyncrasies coupled with the abysmally low level of technological development in Nigeria, it is imbued with many problems which have left the consumers in e-commerce gasping for protection. However, given the speed with which the internet is permeating commercial transactions in Nigeria, especially in the banking and telecommunications sectors of the economy, the best that can be suggested is that the legal issues and problems presently confronting e-commerce in Nigeria should be addressed directly and expeditiously, in the interests of the teeming population of Nigerian consumers. 

	 

	This can be achieved only by pressurising the National Assembly into enacting the various electronic commerce-related bills before it into law, and establishing appropriate institutions for monitoring electronic commerce in Nigeria. When this and other measures suggested in this paper have been taken, the country would have been positioned to tap the avalanche of benefits that would derive from the use of the internet for commercial transactions. 
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