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	1       Introduction

	Mobile technology4 affects the lives of billions of people worldwide5 and has transformed the way in which not only communication but also business transactions take place.6 It is a valuable medium and a crucial piece of infrastructure which supports a number of economic sectors.7 In terms of financial services,8 the development of mobile technology has shown unique opportunities and allowed almost three billion people without bank accounts to gain access to financial services.9 This is a significant achievement, since the sparse availability of financial services is one of the most prominent restrictions on economic development.10 While this is a worldwide phenomenon, it is particularly true for rural areas in Sub-Saharan Africa,11 where low-income individuals have restricted access to traditional financial systems.12 Exclusion from the financial system is also one of the most substantial obstacles preventing the eradication of poverty.13

	Financial inclusion, which can be defined as "ensuring access to appropriate financial products and services at an affordable cost in a fair and transparent manner",14 has therefore become an increasingly important international policy initiative in the fight against poverty.15 This entails providing financially excluded individuals16 such as low-income, rural and undocumented persons who often have no other option than making do with cash and physical assets,17 with access to a sufficient variety of convenient, secure and inexpensive financial services.18 It also entails providing individuals who have access to only rudimentary financial services with a more extensive variety of financial services.19

	Increased financial inclusion can be achieved by means of mobile money, which enables the storage of monetary value on a mobile phone.20 This stored value can be used to make payments or purchases or it can be sent to other mobile money users.21 Mobile money can be redeemed for cash22 and cash can be converted into mobile money by depositing23 it into a mobile money account.24 Mobile money therefore finds itself at the crossroads of mobile technology and financial services25 and as such, it is a financial inclusion initiative which presents a uniquely sustainable, accessible solution to the problem that is financial exclusion.26 The reason why mobile money is so uniquely positioned to drive change in terms of financial inclusion is because the mobile phone is the most widely adopted form of modern technology in history.27 In 2006 the mobile phone became the first communications technology to have more users in third world countries than in first world countries.28 Today, almost half of the people in the world own a mobile phone.29 When comparing the number of people who have access to mobile phones with the number of people who do not have bank accounts, it becomes clear that there is a large overlap between these two groups worldwide: more than one billion individuals in developing markets have access to a mobile phone, but not to a bank account.30 Mobile technology offers novel alternatives to access financial services,31 since it is not subject to the restraints of infrastructure and high costs that have customarily prevented banks and other financial institutions from being accessible to the poor.32 Banks, mobile network operators (MNOs), and other non-bank institutions33 have subsequently developed methods to harness mobile technology in a manner which has effectively brought financial services within the grasp of unbanked,34 low-income individuals worldwide.35 

	 

	What makes mobile money even more beneficial is the fact that mobile financial service systems can be integrated into pre-existing mobile network technology, which results in less infrastructural strain than traditional banking.36 This is especially true in cases where extensive prepaid mobile phone systems37 are already in place and can be utilised for mobile money.38 Mobile financial services are likely to expand as the market penetration of mobile technology increases. Indeed, mobile financial services have already developed to include services such as mobile finance,39 mobile banking40 and mobile payments.41

	Mobile money is currently experiencing a revival in South Africa. An example of this is the recent re-launch of M-PESA.42 A large drive in the development of mobile money in South Africa is the objective of implementing policies which further financial inclusion while observing anti-money laundering (AML) and countering the financing of terrorism (CFT) standards.43 It is submitted that the recent development in mobile money can also be attributed, at least in part, to the increasing market penetration level of mobile connections in South Africa.44 The market penetration for mobile connections in South Africa was 133% in 2013,45 amounting to more than 70 million connections.46 Another reason for the recent revival of mobile money in South Africa could be the fact that South Africa still has a reasonably large rural population, estimated at 36% in 2013.47 As said previously, mobile money is specifically suitable to be implemented in areas where strong prepaid infrastructures already exist. South Africa is in a favourable position in this respect, having a large number of prepaid connections: 83.78% of the total number of mobile phone connections in South Africa was prepaid in 2013.48 South Africa is also a developing economy with a large sector of unbanked individuals and as such, the increasing amount of new payment products and services (NPPS)49 using mobile technology to expand access to the financial system holds great promise for financial inclusion.50 However, many of these initiatives are yet to reach scale.51 

	It is submitted that this can be partly due to challenges which have surfaced with respect to the effective application of AML/CFT measures to NPPS – specifically to mobile financial services.52 Concerns have been raised about the potential exploitation of mobile technology for illegal means. As already mentioned, mobile phones are used by billions of people around the world – inevitably including criminals and terrorists.53 Mobile money thus has inherent financial integrity54 risks, namely the risk of money laundering, terrorist financing, and the financing of a proliferation of weapons of mass destruction.55 Concerns also exist that mobile money could be detrimental to financial integrity as it increases the speed of transactions.56 The regulation of mobile money, especially when issued by mobile operators, is also a source of apprehension.57 While it is clear that mobile financial services can enhance the lives of many people in developing countries, the potential for abuse and the need for appropriate controls is something which cannot be ignored.58 

	In this regard, the Financial Action Task Force (FATF) is presently focusing on the consequences that mobile money could possibly hold for financial integrity. South Africa is one of the 36 members of FATF – an inter-governmental body which develops and advances policies aimed at safeguarding the global financial system from financial integrity risks.59 The FATF Recommendations are observed by more than 180 countries, and are universally acknowledged as the international standard for AML/CFT.60 FATF's primary mandate is to see to it that financial integrity risks are addressed effectively. This includes the responsibility for ensuring that including more people in the financial system does not come at the expense of weakening effective AML/CFT measures. FATF does, however, concede that a so-called "overly cautious approach" to AML/CFT measures can inadvertently lead to the exclusion of legitimate individuals from the financial system.61 AML/CFT measures should therefore be designed in such a way that it does not prevent financially excluded and unbanked persons from having access to formal financial services.62 

	South Africa has been hailed as one of the foremost jurisdictions as far as financial inclusion is concerned, but while a supportive framework for mobile money has been developed, this framework is not fully inclusive.63 It would seem that while the market penetration level of mobile phones in South Africa is ever increasing, the regulatory framework for mobile financial services is, as Lawack puts it, "still not entirely conducive to greater financial inclusion". 64

	From the above it is clear that mobile money presents great prospects for increased financial inclusion, since mobile phones are likely to become a common tool in performing financial transactions to a global extent in the not too distant future.65 However, since it is a daunting task to find equilibrium between financial integrity and financial inclusion, the expansion of access to financial services to impoverished South Africans could be hindered if rigid AML/CFT measures are not amended to make provision for wider financial inclusion.66 The question therefore is: how can the preservation of financial integrity and the promotion of financial inclusion be balanced in such a way that mobile money can be utilised and developed effectively, thereby promoting financial inclusion, without being detrimental to financial integrity? In answering this question, it is necessary to investigate what actual threats mobile money holds for financial integrity, and to what extent the potential of financial inclusion which mobile money holds is inhibited by AML regulations which are aimed at protecting financial integrity.

	The purpose of this article will thus be to determine to what extent current AML regulations in South Africa make provision for the effective use of mobile money. This will be done firstly by examining the concept of mobile money and how it is regulated in South Africa. Thereafter, attention will be turned to money laundering and the current AML framework in South Africa. Finally, mobile money will be viewed in the light of the actual and perceived money laundering risks it poses and the question will be asked how this can be managed effectively. 

	The scope of the article will be narrowed down extensively due to space constraints. First, it must be noted that while money laundering and the financing of terrorism and proliferation usually go hand in hand,67 for the purposes of this article the focus will fall only on money laundering and not on the financing of terrorism. As far as mobile money is concerned, attention will be focused on mobile money as an independent method of payment or transfer only, and not on extended mobile financial service products such as mobile securities account services or mobile banking. Furthermore, the discussion of the regulation of mobile money will be limited to the aspect of AML measures and not the general regulation of mobile money.68 The scope of the AML measures which will be discussed will be narrowed down to AML preventative measures,69 more specifically to customer due diligence (CDD)70 only, with specific focus on the establishment and verification of the identities of clients as an AML measure.

	Part 1 of this article will examine mobile money and the anti-money laundering framework in South Africa. In Part 2 of this article, the identification of clients will be looked at, after which customer due diligence, mobile money and a risk-based approach will be considered, before concluding with recommendations.

	2       Mobile money

	2.1       Introduction

	Mobile money services are one of four main mobile financial services, the other three being mobile financial information services, mobile bank and securities accounts services, and mobile payment services. These services often work in parallel and in some circumstances one service operates as the basis for the others. The more a specific mobile financial service model deviates from traditional financial service models, the more its accompanying risks; but its likelihood for furthering financial inclusion also increases.71 Mobile financial services differ from other electronic financial services because the technology which is used for the former is flexible and usually easily accessible.72 

	 


2.2       A brief history of mobile money

	Mobile money as we know it today exists thanks to a so-called "evolutionary process" which commenced with the expansion of mobile technology across the globe almost two decades ago. 73 This process can be divided into stages, the first of which can be associated with the inherent abilities of mobile phones in terms of data communication, which piqued the interest of banks and led them to launch mobile information services, after which the variety of services gradually started expanding to also include mobile banking and securities accounts. These services collectively became known as "mobile banking".74 

	The second stage can be associated with the increased expansion of mobile technology, which coincided with the advent of electronic money. This motivated experimentation with electronic money products of which the ability to initiate transactions through mobile phones was a fundamental design aspect. This stage also gave rise to the distribution network of agents75 that function on a prepaid model. Non-banking institutions played an increasingly greater role because of this, as mobile money products and services are generally linked to prepaid accounts. MNOs in particular have been successful providers of mobile money services.76 Mobile financial services which are designed to facilitate an assortment of financial transactions by means of a mobile phone77 have seen the light of day in several emerging markets78 since 2005. 

	Today, mobile money services are enabled by traditional financial service providers79 and non-bank financial service providers80 alike,81 together with several different types of service providers as crucial partners,82 depending on the business model and technology which is employed.83 Mobile money is an ever-expanding service, and as such, it is continually furthering financial inclusion.84

	2.3       Nature and characteristics of mobile money85

	Mobile money services make provision for the use of mobile money or "m-money",86 which is a form of electronic currency,87 or electronic money,88 the value of which is either stored on a mobile phone, or linked to a mobile phone account which clients obtain once they have been registered for mobile money services.89 Cash is thus converted into mobile money by depositing it into a mobile money account.90 This stored value can be used to make payments or purchases91 or it can be sent to other mobile money users92 who can then store it on their own mobile phones and in turn use it to make payments or transfers.93 Mobile money can also be converted into cash by means of a "withdrawal".94 All of the above can be performed with minimal effort and expense95 through a network of local transfer agents.96 Mobile money comprises a primary account in its own right97 and no prior existence of a bank account is necessary for mobile money services to be activated.98 As such, mobile money makes it possible for clients to be financially linked by means of nothing more than a mobile phone.

	An added benefit of mobile money is that it is exceptionally suitable for non-proximity situations,99 given the fact that it provides a platform for transactions to be effected by means of a technological medium which is unsurpassed in terms of mobility.100 Mobile money is therefore accessible to all mobile phone users and can be especially valuable to unbanked individuals, since for many clients such a mobile money account will be the first account they have ever held.101 

	While it is abundantly clear that mobile money services hold great financial inclusion potential, there are also other benefits linked to them. They could have an "overall positive impact on the economy" due to increased transaction speed and movement of money.102 Mobile money could also eventually reduce dependency on cash, as well as the amount of cash in the economy within which it is utilised.103 Payments by means of mobile money can furthermore contribute to promoting transparency, since electronic transactions are easier to trace than their cash counterparts.104 As stated in the Introduction, mobile money also plays an important role in supporting other economic sectors,105 especially in emerging markets.106 From the aforementioned it is clear that mobile money influences the advancement of financial services on several different levels.107 

	2.4       Different mobile money business models today

	In order to address regulatory issues in terms of mobile money development and advancement, it is necessary to understand that the nature and operation of mobile money differs substantially from business model to business model, based on factors such as the service provider, which has the primary function, and the technical platform which is used. As previously mentioned, several different service providers can be involved in providing mobile money services,108 including banks, MNOs, agents, and electronic money issuers.109 These service providers have different functions in different mobile money service business models, and one service provider may be responsible for more than one function.110

	2.4.1       The operator-centric model

	In the operator-centric model, an MNO acts autonomously in providing a mobile money service.111 This is often done by means of a mobile wallet which operates separately from the client's mobile account.112 The biggest challenge which MNOs face in terms of the operator-centric model is the fact that they are not connected to existing payment networks. This model has been launched in emerging markets by pioneers in the mobile financial services industry, but payments in terms of it are usually limited to transfers and so-called "airtime top-ups".113 MNOs usually offer mobile financial services under the operator-centric model with the intention of adding value to their existing core service, namely communication. Client funds are normally retained in a prepaid account by the MNO itself or by a subsidiary. Regardless of the fact that the MNO is the entity which bears the greatest financial risk and the active responsibility of offering the service under this model, it is standard practice in several jurisdictions for a partner bank to be the formal holder of the licence for the service.114 

	2.4.2       The bank-centric model

	This model entails that a bank is the entity which offers mobile financial services to clients, with MNOs merely playing an assisting role and addressing quality concerns by means of experience.115 Under this model, clients become account holders of the bank which offers the mobile financial service.116 This must be distinguished from mobile banking,117 however, since under a bank-centric mobile money services model the bank either designs new products to provide for the needs of the previously unbanked, or alternatively provides electronic money that is not linked to a bank account. An MNO's function under this model is the mere provision of the mobile technology which facilitates the transactional messages. At no stage does the MNO manage or hold the client's funds. The MNO thus does not require a banking licence, since the bank is the financial service provider.118

	2.4.3       The peer-to-peer model

	The peer-to-peer model entails that a mobile financial service provider operates independently from financial institutions and MNOs in providing mobile money.119 Since this model is not prevalent in South Africa, it will not be discussed further.

	2.4.4       The collaboration model

	Several mobile financial services have been deployed by financial institutions and MNOs who have joined forces to establish agent networks to extend to geographical regions where financial exclusion is prevalent.120 This is known as the collaboration model, since it involves collaboration among banks, MNOs, and a third party connecting the bank and the MNO.121 In such instances, MNOs or other retail outlets offer services such as registering clients, taking deposits, and paying out cash to complete mobile money transactions.122 This model seems like the most viable model since it allows each partner to retain focus on his own separate skills, which makes it much easier to implement than any of the business models previously described.123 An example of this in South Africa is the recently re-launched M-PESA, a collaborative effort between Nedbank as bank and Vodacom as MNO.124

	Although the above business models and the terminology that accompanies them may differ from jurisdiction to jurisdiction, it is assumed that in most mobile money business models the agent acts on behalf of a financial institution.125 The latter is accountable for the business relationship with the client. The agent is merely authorised by the financial institution to act on behalf of and under the control of the financial institution, thereby enabling the agent to deal with clients. The agent can also act on behalf of an MNO who is authorised to issue electronic money.126 

	2.5       Regulation of mobile money in South Africa, with specific reference to AML measures

	All mobile financial service providers in South Africa are required to hold a banking licence. This legal requirement has the practical effect that MNOs become, in part, a division of a financial institution. MTN, for example, partially became a division of Standard Bank for the purposes of offering MTN MobileMoney.127 

	This would suggest that mobile money providers are indeed accountable institutions.128 However, since South Africa has no legal provisions expressly concerned with mobile money,129 refuge will be sought in the FATF Recommendations, which include any natural or legal person who conducts money or value transfer services (MVTS) as a business for or on behalf of a client in the definition of "financial institutions".130 "MVTS", in turn, are defined as:

	... financial services that involve the acceptance of cash, cheques, other monetary instruments or other stores of value and the payment of a corresponding sum in cash or other form to a beneficiary by means of a communication, message, transfer, or through a clearing network to which the MVTS provider belongs. Transactions performed by such services can involve one or more intermediaries and a final payment to a third party, and may include any new payment methods.131 

	As such, mobile money providers fall within the scope of FATF's definition of a "financial institution" by virtue of the fact that they perform MVTS, and should therefore be subject to the AML measures imposed by the FATF Recommendations in general.132 FATF Recommendation 14 furthermore makes specific provision for MVTS by stating that providers of MVTS and their agents should be licensed or registered,133 and should show compliance with the relevant AML measures contained in the FATF Recommendations.134 FATF Recommendation 26 emphasises the fact that all financial service providers must be subject to regulation and supervision and specifically states that businesses providing MVTS should be licensed or registered, and "subject to effective systems for monitoring and ensuring compliance with national requirements to combat [money laundering]".135 Although Recommendation 26 does not specifically mention mobile financial services,136 it can be assumed that mobile financial service providers should be monitored, especially in the case where mobile money services are offered under a model other than the bank-centric business model, since poor oversight is a major risk factor in such instances.137

	Of specific interest for the purposes of this article is the question of CDD. The "holding and management of an account" on behalf of a client is a circumstance which, according to FATF Recommendation 10, necessitates the performing of CDD measures.138 As has been seen, mobile money services entail the creation of an account, and mobile money service providers therefore "typically establish business relationships" with clients as envisaged by Recommendation 10139 – hence, CDD measures should be performed by mobile money service providers. The World Bank is also of the opinion that mobile money service providers should observe CDD measures just as other financial institutions do, including the verification of clients' identity when establishing business relations.140

	The fact that multiple service providers are involved in providing mobile money services may, however, pose a problem for regulators in determining where "appropriate responsibility" for AML measures should be placed.141 The decision regarding which entity to hold responsible for imposing AML measures will be guided by the business model of the mobile money service. Under the bank-centric model the decision is easy: the bank should be subject to AML measures, seeing as it is a financial institution in any event.142 Under the operator-centric model, the MNO is the financial institution for the purposes of the FATF Recommendations,143 and should accordingly be obliged to observe AML measures. 

	Where there is more than one entity involved in the provision of mobile money (such as in the case of the collaboration model) and there is uncertainty as to which entity constitutes the actual provider, the following factors could aid in determining the appropriate entity. The actual provider should be:144 

	
		the entity which visibly provides the service; 

		the entity which manages client relationships; 

		the entity which holds client funds; and 

		the entity against which clients have a claim to their funds.145



	Agents typically interact directly with clients, and are optimally suited to enforce AML preventative measures, such as CDD, on behalf of the provider. FATF views agents as mere extensions of the financial services provider, and as a result, the CDD conducted by agents is considered to be conducted by the financial institution.146 

	3       Money laundering and the anti-money laundering framework in South Africa

	3.1       What is money laundering?

	Money laundering is, in simple terms, the "conversion of criminal incomes into assets that cannot be traced back to the underlying crime".147 In other words, it entails the concealing of the nature, source, location or movement of the proceeds of crime so as to obscure the unlawfulness thereof in order for it to be used without arousing suspicion.148 "Proceeds of crime" includes any asset, cash or otherwise, which is acquired by means of the commission of any criminal offence.149 The objective of money laundering is thus to conceal the proceeds of crime in order for the offender to circumvent prosecution150 whilst being able to utilise as much of the said proceeds of crime as possible.151

	Money laundering is conventionally divided into three stages, namely placement, layering, and integration.152 Placement is the first stage in the process and comprises the displacement of funds obtained by means of illegal activities to a location or in a form that is less suspicious to law enforcement authorities and more expedient to the criminal offender.153 Once that has been done, the proceeds are channelled into financial institutions or the retail economy. The second phase is layering. This entails the severance of proceeds from their unlawful origin by making use of several intricate financial transactions to obscure the audit trail and conceal the proceeds, usually by passing such proceeds through various institutions and jurisdictions in order to disguise the origin thereof.154 The final stage in the process is incorporation into an economy, during which unlawful proceeds are converted into seemingly lawful business earnings by means of ordinary financial or commercial operations.155 Money laundering is criminalised in South Africa by the Prevention of Organised Crime Act 121 of 1998. 

	Typical money laundering methods which are pertinent to this discussion are structuring and EFTs.156 Structuring, also known as "smurfing", entails the splitting of a large financial transaction into several smaller transactions. This is typically done by dividing cash deposits into amounts below a minimum limit above which banks are required to report financial transactions, known as threshold amounts. Couriers or so-called "smurfs" then make these deposits into several different bank accounts, often at different banks.157 This is done in order to avoid detection by authorities.158 EFTs are also prime tools for laundering money. This transaction entails the transferring of the control of funds from one institution159 to another by sending a notification electronically.160 Such transfers are especially popular in the layering stage, since funds can be transferred through various different institutions in different jurisdictions in order to obscure the trail to the origin of the funds. Transfers can also be made from several different bank accounts into which deposits have been made by "smurfing" to a single collecting account, which will usually be located abroad in an offshore financial centre.161

	3.2       Anti-money laundering measures in South Africa

	The South African legislator has made provision for comprehensive AML regulation in two acts: the Prevention of Organised Crime Act 121 of 1998 (POCA) and the Financial Intelligence Centre Act 38 of 2001 (FICA).162 POCA is the main legislative measure in terms of demarcating conduct that constitutes money laundering offences, but it does not provide for the measures which should be implemented in order to suppress and detect money laundering. These measures are provided for in FICA, which is the primary legislative instrument concerned with prescribing AML measures.163 In other words, POCA outlines activities that constitute money laundering offences,164 while FICA prescribes the measures to be implemented to suppress and detect money laundering.165

	Anti-money laundering regimes have two pillars: prevention166 and enforcement.167 The present article will focus on the prevention pillar, with specific reference to CDD168 as a preventative measure in terms of the FATF Recommendations169 and the above-mentioned South African legislation.

	3.2.1       The Financial Action Task Force Recommendations

	The Financial Action Task Force (FATF) is the intergovernmental global AML and counter-terrorist financing (CFT) standard-setting body:170 "The FATF Recommendations are recognised as the global anti-money laundering (AML) and counter-terrorist financing (CFT) standard."171 FATF thus develops guidance and best practices172 to assist jurisdictions in the application of international AML standards, mainly by improving a country's existing AML regime.173 The FATF Recommendations set out a comprehensive and consistent framework of measures which jurisdictions are advised to implement in order to combat money laundering.174 It is therefore advisable that authorities as well as private sector institutions apply the FATF Recommendations as far as it may be relevant.175 

	South Africa is a member of FATF176 and as such, the South African Financial Intelligence Centre (FIC) regularly publishes FATF policies.177 It should be noted that such policies are neither legislative instruments nor formal guidance issued under FICA.178 However, FICA was amended in 2008 by the Financial Intelligence Centre Amendment Act 11 of 2008, which addressed, inter alia, some of the supervisory concerns raised in the FATF mutual evaluation of South Africa in 2008.179 This is a clear indicator that the FATF Recommendations do carry weight and have a large influence on South Africa's AML policies. Guidance Note 3A, issued by the FIC in 2013, reiterates this by stating that the FATF Recommendations form the contextual basis for the implementation of FICA and that international standards such as the FATF Recommendations provide the minimum requirements with which countries must comply.180

	The relevant provisions of POCA and FICA will accordingly be discussed with reference to the FATF Recommendations and, where applicable, in terms of its compliance with the FATF Recommendations as described in the FATF Methodology.181

	3.2.2       Prevention of Organised Crime Act 121 of 1998

	According to FATF Recommendation 3, money laundering should be criminalised on the basis of the United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988) (Vienna Convention) and the United Nations Convention against Transnational Organised Crime (2000) (Palermo Convention). As a point of departure, it should be noted that South Africa has ratified both the Vienna Convention and the Palermo Convention.182

	Furthermore, according to FATF Recommendation 3, the crime of money laundering should be applied to all serious offences in order to include the widest range of predicate offences. As previously said, POCA is the primary piece of South African legislation in terms of outlining activities that constitute offences relating to money laundering.183 This is also confirmed in the definition of "money laundering" or "money laundering activity" in FICA.184

	POCA criminalises money laundering in conformity with the requirements of the Vienna Convention and the Palermo Convention,185 and as such it is compliant with the first part of FATF Recommendation number 3. POCA makes provision for the conversion or transfer, concealment or disguise, possession, and acquisition of property186 and criminalises the act of money laundering in section 4.187 Sections 5 and 6 of POCA furthermore provide that assisting another to benefit from proceeds of unlawful activities, as well as the acquisition, possession or use of proceeds of unlawful activities, constitute offences.188

	As can be seen, proceeds from "unlawful activities"189 are included in all these sections, clearly meeting the requirement set out in the second part of FATF Recommendation 3, namely that the crime of money laundering should be applied to all serious offences, with a view to including the widest range of predicate offences. The fact that money laundering is a serious offence under South African law can be inferred from the maximum sentences one can incur for being convicted thereof: either a fine of up to R100 million, or imprisonment for up to 30 years.190 

	3.2.3       Financial Intelligence Centre Act 38 of 2001191

	As mentioned previously, South African legislation not only proscribes conduct that constitutes money laundering, but also makes provision for various control measures which have the objective of enabling the suppression, detection and investigation of money laundering.192 These control measures can be found in FICA, which is the principal source of legislation concerned with outlining AML measures.193 These measures are based on three basic principles194 of money laundering detection and investigation, namely that intermediaries in the financial system must know whom they are doing business with, record must be kept of transactions through the financial system, and transactions which could possibly involve money laundering must be reported to the investigating authorities.195 

	The control measures enacted by FICA include stipulations to the effect that institutions196 need to establish and verify the identities of their clients,197 keep certain records, report certain information and implement measures that will assist in compliance with FICA.198 Section 77 of FICA also confers power upon the Minister of Finance to make regulations in terms of the Act, which will have legislative authority equal to that of FICA itself.199 As a result, FICA is to be read together with the Money Laundering and Terrorist Financing Control Regulations (MLTFC Regulations),200 as well as several Exemptions in terms of FICA.201 The application of these measures has led to the implementation of comprehensive AML policies and preventative measures in South Africa.202

	Besides enacting AML regulations, FICA also established the FIC as the institution tasked with the collection, analysis and disclosure of data to aid the detection, prevention and deterrence of money laundering in South Africa.203 Section 4(c) of FICA authorises the FIC to issue guidance regarding various matters concerned with compliance in terms of the obligations imposed by FICA.204 The MLTFC Regulations also make provision for guidance notes under Regulation 28(1).

	The establishment of the FIC in terms of section 2 of FICA and the powers it has in terms of Regulation 28(1) illustrate compliance with FATF Recommendation 2, which states that "countries should have national AML/CFT policies … which should be regularly reviewed, and should designate an authority … that is responsible for such policies".205 It should be noted that the only form of guidance officially recognised in terms of FICA and the Regulations is guidance which is imparted by the FIC. As such, guidance provided by the FIC is authoritative in nature. An accountable institution must apply guidance issued by the FIC, or demonstrate an equivalent level of compliance with the relevant obligations under FICA.206 Enforcement action may stem from non-compliance with FICA where an accountable institution does not follow guidance issued by the FIC and cannot demonstrate compliance with the legal obligation to which the guidance relates.207

	Section 21 of FICA208 specifically deals with control measures for money laundering, including the establishment and verification of clients' identities. In Part 2 of this article, this will, accordingly, be discussed in greater detail.
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